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intacs®

» Principal Assessor & Instructor

« Member of the Advisory Board

« Head of the Regional Representatives

More than 26 years practical experience in
Automotive domain as

« Software & System Developer
« Quality Manager

« Processes & Tools Responsible
« Trainer, Coach & Consultant

VW Software Quality Improvement Leader (SQIL)
Functional Safety Expert on ISO 26262
Cybersecurity “Rookie”

Managing Director of Process Fellows GmbH
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Many different opinions, but one goal: Cybersecurity —
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%
UNITED NATIONS
ECONOMIC COMMISSION
FOR EUROPE

VEHICLE CYBER
SECURITY
GUIDANCE

o Canamld

5-NHTSA

. . NATIONAL HIGHWAY TRAFFIC SAFETY ADMINISTRATION

The “National Highway Traffic
Safety Administration” is
responsible for keeping people
safe on America’s roadways

.Cybersecurity Law of the

pa People's Republic of China
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Important Norms and Standards —
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Domains of cybersecurity activities described in clauses of the x
*
ISO/SAE 21434:2021 * *
* *
- _ , enisa
Organizational Cybersecurity Management o
. - * "
Basic Check Project Dependent Cybersecurity Management Examp|es
(mandato ry) Distributed Cybersecurity Activities
Continual Cybersecurity Activities
ACSMS Concept Phase Sl Post-Development:
<L ) Production, Operations/
Ce rtlflcate L Liziallely maintenance, End of Support and Pro'ect
CS Validation ment Decommissioning J
Implementation
Threat Analysis and Risk Assessment Methods :

Automotive Cybersecurity
Management System Audit

Automotive

ISO 21434:

Cybersecurity Audit
Cybersecurity Assessment
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VDA QMC Answer - Part 1 —
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1 Introduction

VDA |QMC

Qualitats Management Center
im Verband der Automobilindustrie

The United Nations Economic Commission for Europe (UNECE) has formulated

requirements for cybersecurity management systems of OEMs'. The European

Union will transpose the requirements defined by the UNECE (UN Regulation

Mo. 1565) into EU law. According to the current status, this law will be applied as of

July 2022, within the approval of new vehicles types. . .
Automotive Cybersecurity

The UN regulation No. 155 formulates requirements but does not define rating Management System Audit
criteria or a rating scheme for CSMS audit. Such criteria and rating scheme are
proposed in this VDA Automotive Cybersecurity Management System Audit volume.

Source: VDA QMC Automotive Cybersecurity Management System Audit
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Automotive Scope

Safeguarding the

Described in
detail by

Refers on value chain short
reference term F v DA

UN Regulation no.
[155]

o)

# © 2023 Process Fellows

implementation ‘

UN Interpretation ISO/SAE 21434 Safeguarding the
Document to Cybersecurity value chain mid
R no. [155] Engineering term

o [u]

o) =
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‘oao‘ OEM

Supplier

ISO PAS 5112
Guidelines for
auditing CS
engineering

)




VDA QMC Answer - Part 2

Scope

The UNECE regulation R155 requires, among others, that the vehicle
manufacturer identify and manage cybersecurity risks in the supply chain.
Automotive SPICE is a process assessment model, when used with an
appropriate assessment method, which helps to identify process-related
product risks. To incorporate cybersecurity-related processes into the
proven scope of Automotive SPICE, additional processes have been
defined in a Process Reference and Assessment Model for Cybersecurity
Engineering (Cybersecurity PAM).

Source: VDA QMC Automotive SPICE® for Cybersecurity
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Fo AUTOMOTIVE Kgl04

VDA |QMC

Qualitats Management Center
im Verband der Automobilindustrie

Quality Management in the Automotive Industry

Automotive SPICE®
Qualitits Management Center

P rocess Refe rence an d AS sSess im Verband der Automobilindustrie

Model for Cybersecurity Engined

Joint Quality Management in the Supply Chain

Title: Automotive SPICE® for Cybersecurity P
1

o \ZIV:AA;:AE: ::Z: ::up 5 Auto m0t|ve S Pl C E®
e e for Cybersecurity

Part I: Process Reference and Assessment Model
for Cybersecurity Engineering

Part II: Rating Guidelines on Process Performance
(Level 1) for Cybersecurity Engineering

1st edition, August 2021




Integrated Automotive SPICE® 3.1 and —
Automotive SPICE® for Cybersecurity Process Reference Model PROCESS

Acquisition Process System Engineering Process Group (SYS) Management Process
Group (ACQ) Group (MAN)
ACQ.2 Lol
supplier Request and Requirements Elicitation oron tnnMAN_g :
Saloction roject Managemen
ACQ3 SystemARnea?uslirsements System Qualification Test . MAN.5
Contract Agreement SYS.3 SYS.q Risk Management
System Arcf;itectural System Integ}ation and
ACQ.4 Design Integration Test MAN.6
Supplier Monitoring Measurement
ey ware Engineering Process Group (SWE) MAN.7
ACQ.11 SWE.1 LA
. ; SWE.6 Cybersecurity Risk
Technical Requirements Software Requirements ifi cati
Analysis R QR e T e Managerent Source: VDA QMC Automotive
- ?i?'l-z- - SWE.2 SWE.5 SPICE® for Cybersecurity
ate Ig:quirer;:lgrl]stsra e Software Architectural Software Integration and
Design Integration Test
ACQ.13 SWE.3
Project Requirements Software Detailed Design Soft SthEV4 ificati VDA Scope
and Unit Construction A A D
Reuse Process Group
ACQ.14 " " f (REU)
Request for, Proposals — bersecurity Engineering Process Group (SEC) v —
Cybeieirity Risk TreatrsnEeEl-:‘Val'dat'on REUiE#é:ram Scope
ACQ.15 Requirements Elicitaion - s Management
Supplier Qualification
Implementation ST e el Process Improvement
Supply Process Group Process Group (PIM)
(SPL) Supporting Process Group (SUP)
SPL.1 PIM.3
; ; SUP.1 SUP.2 SUP.4 SUP.7
Supplier Tendering Quality Assurance Verification Joint Review Documentation Rrogessimprovement
SPL.2 SUP.8 SUP.9 SUP.10
Product Release Configuration Problem Resolution Change Request
Manaiement Management Management

| Primary Life Cycle Processes | Organizational Life Cycle Processes Supporting Life Cycle Processes
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VDA QMC Answer - Part 3

Relation to ISO/SAE 21434

The purpose of an Automotive SPICE assessment is to identify systematic weaknesses
in the primary lifecycle processes, management processes, and support processes. Automotive Cybersecurity

Automotive SPICE PAM3.1 and Automotive SPICE for Cybersecurity are covering sys- Management SyStem Audit

tem engineering and software engineering. Indicators for mechanical engineering and
hardware engineering are not part of the current Automotive SPICE PAMS.

VDA |QMC

Qualitéts Management Center

Certain aspects of the ISO/SAE 21434 are not in the scope of this document, as they e derAomebinstie
are not performed in a development project context. They are addressed by the Auto-
motive Cybersecurity Management System (ACSMS). These aspects, such as cyber-
security management, continuous cybersecurity activities, and post-development phas-
es are subject to an audit of the cybersecurity management system. Automotive SPICE®

The capability determination of processes for distributed cybersecurity activities, con- for Cybersecunty

cept development, product development, cybersecurity validation, and threat analysis Part I Process Reference and Assessment Model
. - - for Cybersecurity Engineering

and risk assessment is supported by this document.

Joint Quality Management in the Supply Chain

Part II: Rating Guidelines on Process Performance
(Level 1) for Cybersecurity Engineering

Source: VDA QMC Automotive SPICE® for Cybersecurity

1st edition, August 2021

# © 2023 Process Fellows Challenges for Know-how building of Developers and Assessors in Cybersecurity - ASQF Safety & Security Day - March 23, 2023




Implementation in Automotive —
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w
"Internet oI % Communications D .§ - Remark:
Aikgs e Backend S 8¢ ISO/SAE 21434 applies t
ackend Servers = applies to
QO . . .
DEI D = g series production road vehicle
GNSS | a5 28 E/E systems. This includes their
4 Infotainment "\ o EE components and interfaces. It
= e - Chesls Body = A D g-_ is applicable to all components
v2v i / cUsf Jecusk i = \ 89 w whose development or
modification began after the
V2l 8 & i — publication of the standard.
Camera HGaie- = e I Scope of

Scope of UN ecusf o B | ISO/SAE 21434

Regulation — UL T

Radar

Diagnostic /

Maintenance E =) e.g. CAN, Ethernet, ... : Grid Connection,
Tools \ DBD I \ / ﬂ incl. Smart Charging

IR

2/ UN Regulation no.155 A so/sAE 21434

443\

Approval of vehicles with regards to cybersecurity and VD A

Road Vehicles — Cybersecurity Engineering applicable to
cybersecurity management system Q M c

OEMs and Suppliers

Qualitats Management Center
im Verband der Automobilindustrie

Automotive SPICE for
Cybersecurity

Com pany Ce rtificate Process Reference and Assessment Model for
Cybersecurity Engineering

Assessment Report

Scope: Individual Development Project
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Which kind of projects are assessed?

« ECU with software-based functionalities for ™
vehicle functions

« software-controlled safety measures on a
second controller

« smartphone apps for evaluation of vehicle data
and controlling functions like climatic control

« “old fashioned” managed system development
with “agile” sub-teams for software and/or
hardware development

« complex (sub-)systems with several
architectural layers and hierarchies
distributed among several ECUs and
developed by different (sub-)suppliers
at different locations all over the world

e a mixture of all above ...
« and much more!
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Which kind of projects are assessed? —
PROCESS

—FELLOWS —

And by whom?

By an assessor with a basic
intacs® education according
to the training scheme and
hopefully additional skills
from somewhere else that fit
to the needs of the projects to
be assessed !

Is this sufficient?

And does it matter?

# © 2023 Process Fellows Challenges for Know-how building of Developers and Assessors in Cybersecurity - ASQF Safety & Security Day - March 23, 2023



Do assessor ratings have any effect on projects or organizations? |7fl=
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For becoming a supplier for the first time?

- Yes, if you are one out of many suppliers offering a
standard product and want to be classified as an A supplier
(means “preferred”)

- No, if this supplier has a unique knowledge or product,
just promising to work on an improvement plan

For accepting/approving a delivered product to be integrated into a vehicle?
- Yes, if well performed processes are really respected (risk-based approach)

- No, if the product passes all acceptance tests for expected functionality
(even with higher risks)

For improving the own projects and processes?
- Yes, if assessment findings are justified in an unambiguous and practical way
- No, if rating is purely based on PAM and guideline rules without specific justifications

Will this be sufficient in the future?
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Role of the Automotive SPICE® Assessor in Cybersecurity
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Perform Automotive SPICE® for Cybersecurity Assessments
Participate in ACSMS Audits (recommended, but not in leading role)
Keeping up to date with the latest Cybersecurity knowledge

Not in scope:
= |SO 27xxx, TISAX, (A)CSMS,

= “Cybersecurity Certification”
(e.g. product security)

= Challenge or hack the security
mechanism

=  Coach or consult how to
improve the mechanism

# © 2023 Process Fellows

Project Level

zational

Cybersecurity audit
Examine organizational processes against the objectives
of this document

Level

Cybersecurity activities

Conducting the
cybersecurity activities
defined in the
cybersecurity plan

Work products required Cvb ity
i ersecurity case
Cybersecurity plan ’ by cybersecurity plan y ,

Cybersecurity Assessment

Check for process implementation against activities defined in the cybersecurity
plan

Independent judgement that objectives of this document have been adequately

achieved by the item or component, and the provided arguments are convincing

Cybersecurity planning to
define which activities
will be performed

Argument for
cybersecurity

Cybersecurity
assessment report
Independent appraisal of the
cybersecurity based on the
existing evidence and provided
rationales
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Automotive SPICE® Compliance — Now ,really" important ! = ™
PROCES
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Target Profile for PASSED Target Profile for PASSED WITH CONDITIONS

Recommendation from VDA QMC

Automotive SPICE VDA Scope

Automotive SPICE VDA Scope

f T e A rova I Process PA 11 Process PA 11
0 r y p p p ACQ.4 Supplier Monitoring ACQ.4 Supplier Monitoring L
( h 0 m 0 I Og a ti O n ) 3YS.2 System Requirements Analysis SYS.2 System Requirements Analysis L
SYS.3 System Architectural Design SYS.3 System Architectural Design L
SYS.4 System Integration and Integration Test SYS 4 System Integration and Integration Test L
SYS.5 System Qualification Test SYS.5 System Qualification Test L
SWE 1 Software Requirements Analysis SWE 1 Software Requirements Analysis L
SWE.2 Software Architectural Design SWE.2 Software Architectural Design L
SWE 3 Software Detailed Design and Unit Construction SWE.3 Software Detailed Design and Unit Construction L
SWE 4 Software Unit Verification SWE 4 Software Unit Verification L
SWE.5 Software Integration and Integration Test SWE 5 Software Integration and Integration Test L
SWE.6 Software Qualification Test SWE.6 Software Qualification Test L
SUP.1 Quality Assurance 15 SUP.1 Quality Assurance L
9 A ¢ = d t = I I SUP.8 Configuration Management L SUP.8 Configuration Management L
ssessor s j u geme n WI SUP.9 Problem Resolution Management SUP.9 Problem Resolution Management L
become more impo rtant than ever ! SUP.10 Change Request Management SUP.10 Change Request Management L
MAN.3 Project Management L MAN 3 Project Management L

Automotive SPICE for Cybersecurity Automotive SPICE for Cybersecurity

Process PA 11 Process PA 11
ACQ.2 Supplier request and selection ACQ.2 Supplier Request and Selection L
ACQ.4 Supplier Monitoring* ACQ.4 Supplier Monitoring* L
SEC.1 Cybersecurity Requirements Elicitation SEC.1 Cybersecurity Requirements Elicitation L
SEC.2 Cybersecurity Implementation SEC.2 Cybersecurity Implementation L
SEC.3 Risk Treatment Verification SEC.3 Risk Treatment Verification L
SEC 4 Risk Treatment Validation SEC .4 Risk Treatment Validation L
MAN 7 Project Management MAN.7 Project Management L
SUP.1 Quality Assurance** SUP.1 Quality Assurance** L
Source: VDA QMC Automotive SPICE® for Cybersecurity SUP. Configuration Management™ SUP.B Configuration Management* L
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What is intacs®?

ification®s

Q A nes Mist edition

e

Bﬂaﬂm (\Df@(f“- Ensun gh| % SSESsmeERt pe orman

1 settingitraining and certificat ndey > fi J. C 3305 (SPICE
etting standards for maint SSOr competenee

S8i¥promoting as assessment m ] I N ity t@ret-
f |

i
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Archive Gate4SPICE Resulis

Most requested topic: Cybersecurity
Gate4SPICE Events

2023-02-10 Gate4SPICE Event "Multi -System Integration” - ONLINE
Online (10.02.2023 10:00)

2023-02-25 Gate4SPICE Event "Practice in ASPIC
Safety” - ONLINE

Online (25.02.2023 09:00)

2023-05-11-Gate4SPICE Event "On the quest for the forgotten processes” -

ONSITE

Vitesco Technologies GmbH, Siemensstralie 12, 93055 Regensburg,

Entwicklungszentrum (11.05.2023 09:30) .

Latest Results

= 2022-12-08-Gate4SPICE Even
Auswirkungen gibt es?" - ONSITE 20 03

= 2022-11-25-Gate4SPICE Event "Automotive SPICE® Model Compliance - Current &
Future” - ONSITE 2022-11-25

= 2022-11-18-Gate4SPICE Event "Automotive SPICE in an Agile Environment" - ONLINE -
2022-11-18

= 2022-11-04-Gate4SPICE Event "ASPICE aONSITE 2022-11-04

= 2022-10-14-01-Gate4SPICE Event "In sight of ASP Assessment and introduction

oCybersecurity ONSITE 2022-10-14

n 2027 TO T3 Gaie4SPICE Event "Looking into the future” - ONSITE 2022-10-13

= 2022-10-05-Gate4SPICE Event "Automotive SPICE und VDA-Bande — Widerspruch
oder sinnvolle Ergdnzung?” - ONSITE 2022-10-05

= 2022-09-22-Gate4SPICE Event "Rhetorik in ASPICE Assessments” - ONSITE 2022-09-
22

= 2022-09-21-Gate4SPICE Event "Experience and pain points by applying the
Automotive SPICE Guidelines in Spice Assessments” - ONLINE 2022-09-21

= 2022-09-20-Gate4SPICE Event "HW SPICE 2.0 and ASPICE 3.1 Configuration
Management and Verification: What are the pain points?" - ONSITE 2022-09-20

: '|— © 2023 Process Fellows

d Hardware SPICE, Welche
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ementation” - ONSITE 2022-05-05
OMLIME 2022-04-23

Z
# - OHLINE 2022-02-25

erfication: What ars the pain 2 £
ORSITE 20220128

ty Level 3 considering functional safety’

5

TE20211217
afety, Agle -

021-10-21
afety, CMAS Software Testing esc.” - ONSITE Event 201-10-16

23
NUINE Eventt 20210917
21-09-14
wiedge & experience in an assessment team?” - ONSITE Event 2021-09-13
et 2021-08-28
ITE

of ASPICE-based process improvement” 2021-08-30
Safery” 20210305

i

CL0 auf CL3 - langfristige Frozessverbesserungsprogramme systematisch planen und durchfihmen 2020-1204
Level 3: Challenges and spportunities” 2020-03-04
Software” 2020-01-11

=

20791204
vironments’ 2018-11-26

PICE in High Technoo
e Assessments 20131113
e Assessments 20191111
Metrics' 2018-10-23
d Rerllsein large Agile Software Projects” 20190918
= 20180803
263) & Avtomative SPICE 2019-08-28
g 0823
challenges and soiutions in Ching’ 2013-06-08
lums in Assessmerts” 20190523
25 a practice in Automative industry and its view across ASPICE, Functional Safety =19—ns—17

Assessments and Considerations’ 2019-05-16

ASPICE assessments and achieving compliance” 2019-04-25
4 3.1 and VDA Automotive Guideline” 2019-04-04
19-03-22

=

ship between Confrmation Measures in IS026262 & Automotive SPICE assessment” 20184222
cepts and Overall Guidelines & Capability Level 2 Guidefines 2018-12-06
201E10-30

-Rizting Guideines’ 2016-10-25

20181011

rderstanding and Discussian of main key cancepts’ 2016-09-27

ines” 2018-09-20

e SPICE 2.1 assessments’ 2016-08-31

£ 3.0in Agle Projects” 2018-07-06

wiated automotive emironment with stendands like 150 26262 and Automtive SPICE
S 20180704

n & Guideline Part II” 2011 8-05-18
ed Driving, Electrification, Connectivity - Quo Vadis ASPICE? 2018-0508

Boak] Understanding and Apphcation” 2018-04-10
20180402
4 in praciics’ 2018-02-24

=

ancs? 2017-06-28
3 = Introdustion imta PAM and first assessment expariences” 2017-06:28
sessment Practice’ 2017-05-10

f project type, schedule and arganization on assessment planning and xscution” 20170307
Fianring and Execution in Syster Development Projects’ 2017-01-12

=

Source:
https://intacs.info/index.php/gate4spice

+ Mzasurement & Metrics” 20161201

1°Leg 20161110

w Assessors in ASPICE assessment” 20160715

Assessors and Assessment Teams” 2016-07-11
SPICE 2016-07-01

ant Projects” 20160420

rojects” 2016-03-08

=vel with ASPICE” 20160224

0000000000000 NOD0000000000000000N000000000000000000NO00N00000000000000000000000000000RNBO0O0BO0D

t "Organizational Mat



Agenda |7,l=

rrROCESS

—FELLOWS —

 New challenges in Automotive industry — Cybersecurity and more
« Current situation — SPICE Assessments and their effects

« intacs® - Goals and Achievements

« Future intacs® Training Architecture

e Qutlook

# © 2023 Process Fellows Challenges for Know-how building of Developers and Assessors in Cybersecurity - ASQF Safety & Security Day - March 23, 2023



Current intacs® Training Architecture —
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Path for assessors in other models, e.g.
— ISO/IEC 15504-5 (SW Life Cycle)

— SPICE for IT Services

— Test SPICE

Path for assessors in Automotive SPICE”

intacs® certified
i Provisional

Assessor (AS)

intacs® certified | intacs® VDA
S Competent ssessor Guidelines

Assessor (AS) (AS)

Assessors need a training and
certification for a PAM to perform
official assessments with this PAM.
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Future intacs® Training Architecture —
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Automotive SPICE®

) Introduction
intacs® certified

Process Expert
Automotive SPICE®
incl. Guidelines)

S
<
x
w

<model SPICE>
Introduction

|

Path for assessors in Path for assessors in other

Automotive SPICE®

intacs® certified
Provisional

Assessor (AS)

Model Extensions

models

intacs® independent trainings are
available on the market with various
durations (1-day, 2-day or more).
These trainings could be booked
independently from intacs™ to get

| |
I |
1 1
| |
1 1
1 1
1 1
1 1
1 1
1 1
1 1
' Hardware '
1 1
1 1
1 1
1 1
1 1
1 1
1 2 % 1
! - Mechanical ! 1 brief insights into the model.
1 1
1 1
1 1
1 1
1 1
1 1
[} [}
I I
[} I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
1 1
| |
I I

Security SPICE

SPICE These trainings are NOT acknowledged
for the assessor education!

Machine | Functional
Learning Safety
SPICE | SPICE

intacs® certified
Competent

Assessor (AS)

*

Other models, e.g.

— Medical SPICE

SPICE for IT Services

— Organizational SPICE

— Improvement SPICE

— Test SPICE

ISO/IEC TS 33061 (SW Life Cycle)

Process
Improvement
SPICE

< new
extensions >

At least one assessor of the assessment team needs a
> certification for a model extension to perform an official

assessment with this extension.
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Further Process Reference/Assessment Models |7f|=
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iilll intacs.info]|| intacs.infonlil

International Assessor Cerlification Scheme™
Thd

International Assessor Certification Scheme

o e [TGStm i
SPICE for IT-Services

for Mechanical Engineering

SO AT Data Management SPICE

PRM/PAM
| SVENSK STANDARD M
Organization Spice PRM/PAM SS 7740:2018

Faststalld/Approved: 2015-08-15
Utgava/Edition: 2
Sprak/Language: engetska/English

VEREIN Medizinprodukte-Software VDI 5702 (eespie
DEUTSCHER Medical SPICE Blatt 11 Part 1
INGENIEURE Prozessassessmentmodell Vigfordon — Processutviarderingsmodell for funktionssakerhet
Medical device software
Medical SPICE Ausg. deutschlenglisch Road vehicles — Functional Safety Process Assessment Model
Process assessment model Issue German/English
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Thank you ! |7,l=
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DO YOU HAVE ANY QUESTIONS ?

Bernhard Sechser

Managing Director & Principal Consultant @ Process Fellows GmbH
Intacs® Principal Assessor & Instructor
Member of the intacs® Advisory Board

Head of intacs® Regional Representatives

bernhard.sechser@processfellows.de

Process Fellows GmbH | Schlegelleithe 8 | 91320 Ebermannstadt | GERMANY
Phone: +49 9194 3719 957 | Fax: +49 9194 3719 - 579

Website: www.processfellows.de | E-Mail: info@processfellows.de
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