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Harmonization of standards in automotive development

Increased efficiency through an integrated lifecycle approach for
ASPICE 4.0, ISO 26262, and ISO 21434
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Agenda

Introduction

Extended Life Cycle Approach

* Integrating the requirements of ASPICE, ISO 26262 and
ISO 21434 into one standard process

Practical example how this could be implemented
« Software Architectural Design (SWE.2)

Mapping strategy
« 1S0O 26262 and ISO 21434 objectives towards ASPICE 4.0
Reporting

« for ASPICE Assessment, Safety and Cybersecurity Audit —
plus interface for Safety/Security Assessment

Summary
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What is the idea? —

rrROCESS

—FELLOWS —

In this webinar we will combine the content of

We will:

 learn about the contents
* see the combinations

* identify the differences
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What is the purpose of SPICE? —

rrROCESS

— FELLOWS —

ISO 330xx Used to perform
(SPICE) assessments

Results are used
for

Process Capability
Improvement Determination

Monitoring of
suppliers
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What is the meaning of “Safety”? —
rrROCESS

— FELLOWS —

Safety is the absence of an unreasonable risks (that can cause harm).

We are interested in Functional Safety, that means...

... the absence of unreasonable risk due to hazards caused by malfunctioning behavior of E/E systems.

Safety shall be achieved during development through a strategy:
= Plan all necessary activities

= Do perform the activities

= Check the results against plan

= Act in case of any deviations

=> This is Safety Management
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What is the meaning of “Security”? —
rrROCESS

— FELLOWS —

Security is prevention against threats caused by deliberately induced events.

We are interested in Cyber Security, that means...

... protection/resilience against (intentional) attacks (including accidents/hazards) on the confidentiality,
integrity and availability of assets related to an E/E system.

Security shall be achieved during and after the development through a strategy:
= Continuous and prompt adaptation of systems to defend against new threats.

=>» This is Cybersecurity Management based on organizational polices, rules and processes.
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Safety vs. Security — what is the difference?

Security means... Safety means...
... we are considering potential hazards to our ... we are taking care of potential hazards
system caused by someone from outside! caused by our system!

Environment

Security

Security can influence Safety, but shall not disturb Safety = ,better safe than sorry”

9 Process Fellows - Harmonization of standards in automotive development - Webinar
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Functional
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Cyber
Security



Why are Safety and Security topics for us?

Trend:

10

More and more responsibility is given to E/E systems in automotive

Growing complexity and growing intelligence of systems

Distributed development = Higher need for communication

Autonomous driving — Human driver is not in full control of the vehicle anymore
Random and systematic failures are still part of E/E system development - Safety
We must always expect targeted attacks on E/E systems - Security

Process Fellows - Harmonization of standards in automotive development - Webinar
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Why do we need Safety and Security?

1

rPrROCESS
——FELLOWS —
Customer
1 afe
Requirements !
Costs
Image
Loss of life
Product liability
Law
ISO standards are Own intention
not mandatory, :
but expected to We are talking about
be followed as it systems, V\:e are
is state-of-the-art using:

11 Process Fellows - Harmonization of standards in automotive development - Webinar



Extended Life Cycle Approach===w ~- - - S
Integrating the requirements of ASPICE, ISO: ROCESS

S o

ISO 21434 into one fé’ nda rd process



The Automotive SPICE® Process Reference Model 4.0

No life cycle defined !

—

rrROCESS

— FELLOWS —

Supporting Process Group

(sup)

System Engineering Process Group (SYS)

SUP.1

Quality Assurance

Requirements Elicitation

SYS.1

SYS.2

System Requirements

SYS.5

System Verification

Validation Process

Management Process

Group (VAL) Group (MAN)
VAL.1 MAN.3
Validation Project Management

MAN.5

Automotive
SPICE

13

Analysis
SUP.8 Risk Management
Configuration SYS.3 SYS.4
Management System Architectural System Integration and
Design Integration Verification MAN.6
Measurement
SUP.9 Software Engineering Process Group (SWE) Hardware Engineering Process Group (HWE)
Problem Resolution SWEL Process |mpr°vement
Management .
Software Requirements SWE'_6‘ _ HWE.1 HWE.4 Process Group (PIM)
Analysis Software Verification HW Requirements Verification against PIM.3
SUP.10 Analysis HW Requirements Process Improvement
Change Request SWE.2 SWE.5
Management Software Architectural Software Component Verification HWE.2 HWE.3
Design and Integration Verification ) Verification against Reuse Process Group
AL HW Design (REU)
SUP.11 SWE3 SWE.4 REU.2
Machine Leaming Data Software Detailed Design | | s,tyare Unit Verification Management of Products for
Management and Unit Construction Raiico
Machine Learning Engineering Process Group (MLE) Acquisition Process Supply Process Group
Group (ACQ) (SPL)
MLE.1 MLE.2 MLE.3 MLE.4 ACQ.4 SPL.2
Machine Learning Machine Learning Machine Learning Machine Learning : .
Requirements Analysis Architecture Training Model Testing SuEplicEoni onng SRR AR
Primary Lifecycle Processes | | Organizational Lifecycle Processes | | Supporting Lifecycle Processes
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The structure Iof ISO 26262

14

1. Vocabulary

2, Management of functional safety

2-5 Overall safety management

2-6 Project dependent safety management

2-7 Safety management regarding production,
operation, service and decommissioning

3. Concept phase

4, Product development at the system level

3-5 ltem definition

3-6 Hazard analysis and risk
assessment

3-7 Functional safety
concept

12, Adaption of ISO 26262
for motorcycles

eral topics for the product
nt at the system level

. Production, operation,

4-8 Safety validation

service and
decommissioning

safety concept

and testing

12-5 General topics for adaption
for motorcycles

12-6 Safety culture

12-7 Conflrmation measures:

safetyrequirements

general (types, independency and

5-7 Hardware design

4-7 System and ltem

7-5 Planning for production,
operation, service and
decommissioning

7-6 Production

7-7 Operation, service and
decommissioning

authority)

12-8 Hazard analysis and risk

5-8 Evaluation of the hardwe oftw
architectural metrics mentation

assessment

12-9 Vehicle integration and
testing failures

5-9 Evaluation of safety goa
violation due te random hard+

pdre unit designand

gunit yerifieation

fication

oftware integration and

12-10 Safety validation

verification

5-10 Hardware integration and

software

11 Testing of the embedded

8. Supporting processes

8-5 Interfaces within distributed developments

8-9 Verification

8-14 Proven in use argument

8-6 Specification and management of safety
requirements

8-10 Documentation management

8-11 Confidence in the use of software tools

8-15 Interfacing an application tht is out of scope of
150 26262

8-7 Configuration management

8-12 Qualification of software components

8-8 Change management

8-13 Evaluation of hardware elements

8-16 Integration of safety-related systems not
development according to [SO 26262

9, ASIL-oriented and safety-oriented analyses

9-5 Requirements decomposition with respect to ASIL tailoring

9-7 Analysis of dependent failures

9-6 Criteria for coexistence of elements

9-8 Safety analysis

r
rrROCESS

— FELLOWS —

Functional
Safety

10, Guideline on IS0 26262

11, Guidellne on application of ISO 26262 to semlconductors

Process Fellows - Harmonization of standards in automotive development - Webinar
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The Safety lifecycle — 4

2-5 Overall safetey management p ROCESS

/ —— FELLOWS —
2-6 Project dependent
safety management | 3-5 Item definiiong——————— |
| I
2-6 Impact analysis at the !

itern level
/ | Concept phase
» 3=6 Hazard analysis and risk

Functional
Safety

assessment

Safety |

|l ———

3=7 Functional safety concept
management by concept |
| L Y Al
4 Product development —
r 1) Allocation to .
1 at the system level B | External || Control-
2-6 Confirmadon ) Takbilit)
measures\ ||| 5 Product 6 Product technologies I_'”*'”’”FHJ' e
development || development —T—
at the at the
hardware software |+ ——————— i
level 2) level 2 [
N ~
\ Product
1
\ development
| 2= Release for production |
2-7 Safety management
regarding productlon,
operation, service and
decommissioning Prod uct|on
L
7-5 Planning for /
production, ,
aperation, service _| 76 Production . )
and decommissioning In the case of a modification,
back to the appropriate
! lifecycle phase

7-7 Operation, service and
decommissioning

See: ISO 26262 - Part 2%
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The ISO/SAE 21434 Structure —
| PrrROCESS

4. General considerations — FELLOWS —
5. Organizational cybersecurity management
5.4.1 54.2 54.3 544 54.5 54.6 5.4.7
Cybersecurity Cybersecurity Information Management Tool Information Organizational Cyber
governance culture sharing systems management security cybersecurity 0
management audit Secu rlty

6. Project dependent cybersecurity management

6.4.1 6,4.2 6.4.3 6.4.4 6.4.5 6.4.6 6.4.7 6.4.8 6.4.9
Cybersecurity | |Cybersecurity Tailoring Reuse Component Off-the-shelf | |Cybersecurity| |Cybersecurity Release for
responsibi- planning out-of-context component case assessment post-
lities development

7. Distributed cybersecurity activities

741 742 743
Supplier capability Request for quotation Alignment of responsibilities

8. Continual cybersecurity activities

8.3 8.4 8.5 8.6
Cybersecurity Cybersecurity Vulnerability Vulnerability
monitoring event evaluation analysis management
Concept phase Product development phase Post-development phases
9. Concept 10. Product development 12. Production
9.3 104.1 13. Operations and maintenance
Item definition Design
13.3 13.4
9.4 104.2 Cybersecurity Updates
Cybersecurity goals Integration and verification incident response
b 9'_5 11. 14. End of cybersecurity
Cybersecurity concept Cybersecurity validation support and decomissioning

15. Threat analysis and risk assessment methods

15.3 15.4 155 15.6 15.7 15.8 159
Asset Threat scenario Impact Attack path Attack feasibility Risk value Risk treatment
identification identification rating analysis rating determination decision See: ISO/SAE 21434 %
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Cybersecurity development —

PROGRS=
left side of V-model right side of V-model
Cyber
Security
e E— s |
I Clause 9 Clause 11 |
I Concept Cybersecurity validation I
| (item) (item) |
I |
L — . E——— |

Clause 10 Product development

10.4.1 Design B | 10.4.2 Integration and verification
(components) - - (components)
[
L
10.4,1 Design 10.4.2 Integration and verification
(sub-components) (sub-components)
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What are the commonalities and differences?

1

rrROCESS

— FELLOWS —

Commonalities: Automotive

SPICE
Complete product development including system, software and hardware

Management of project-specific development Functional

. _ Safety
Application of supporting processes

Supplier involvement Cyber

Security

Differences:

18

SPICE is only defining the WHAT, I1SO 26262 and ISO/SAE 21434 add specific methods (HOW)

SPICE is only focusing on development phases, ISO 26262 and ISO/SAE 21434 also on post-
development, especially for new threats and vulnerabilities

ISO 26262 and ISO/SAE 21434 start with some risk and analysis activities (HARA and TARA) to derive
additional requirements for the product

Process Fellows - Harmonization of standards in automotive development - Webinar



Exemplary Product Lifecycle incl. Processes

Product Lifecycle

Aquisition Concept A Sample

@

Process Overview

@

B Sample

@

C Sample

@ &

Validation

A=,
—
rPrROCESS

— FELLOWS —

Production Operation Decommissioning

&

Input _
Architecture

System development

&

Integration

Software development

. ]
Requirements

g

Testing

Architecture Integration
LRI & Unit Test

Coding

Hardware development

Integration
, and Testing
Architecture

Mechanical development

S
Construction Samp!e
Inspection

Sample
Production

Quality
Assurance

Project
management

Management and Support

Configuration Problem Change [JRequirements Test Supplier Safety Security
Management] Handling Requests | Management | Management | Management | Management | Management
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i

Adding Functional Safety
rrROCESS

Mapping of Safety Lifecycle ] Safety Audits ——FELLOWS —
Product Lifecycle

Safety Goa IS, Concept A Sample B Sample Validation Production Operation Decommissioning (

Safety activities
(Safety requirements,
safety analysis, etc.)

Functional Safety
Concept

ocess Overview (Technical Safety w

Input ' velopment L
Concept
: .

R ndan
edunda <Y Software development Hardware development Mechanical development

Additional diagnosis, T B esombly
e =3 . i Integration | ' Testing
and Testin
Architecture Integration Architecture - Architecture
Inspection
Design & - . Sample

| Inter
Management and Support

Project Quality Configuration] Problem Change |Requirements Test Supplier Safety Security
management] Assurance |Management] Handling Requests | Management| Management] Management | Management | Management
N

Supportive role:
Safety Manager

Additional tests for
Safety Mechanisms

face to production ]

[Confirmation measures ] Additional process: Safety Management
(Planning, Tracking and Safety Assessments)
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Adding Cybersecurity —

rrROCESS

[ Post-development support — FELLOWS —

Mapping of Security Lifecycle ]

Cyber

Product Lifecycle Security

SeCU r|ty Goa IS, Aquisition Concept A Sample B Sample Validation Production Operation Decommissioning

Cybersecurity
Concept

(Security activities
(Security requirements,
security analysis, etc.)

Process Overview

—\

System development
equirements
@ Integration \\/
Additional 1 \L Penetration testing ]

Cvb it Software development Hardware development Mechanical development
COﬂtFOlS f& q = 9 q B q Z Testing
and Testin
9
Inspection
Design & - . Sample
B
LInter
Management and Support

Project Quality Configuration] Problem Change |Requirements Test Supplier Safety Security
management] Assurance |Management] Handling Requests | Management| Management] Management | Management | Management
I~

Supportive role:
Security Manager

face to production ]

Additional process: Security Management
(Planning, Tracking and Security Assessments)

Supplier evaluation
regarding CS capabilities
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Practical examples how this could be implemented ~
Software Architectural Design (SWE.2) N e —




Software Architectural Design (SWE.2) —

rrROCESS
—FELLOWS —
Product Lifecycle
Aquisition Concept A Sample B Sample C Sample Validation Production Operation Decomissioning

Process Overview
System development
Ir_1put Requirements y P Testing
Requirements
Architecture ﬁ Integration

Software development Hardware development Mechanical development

¢/ e
: H{_ . P d Assembly
Requirements . Testing Requirements Testing
Architecture Integration Architecture Samp!e
Inspection

e
Integration
, and Testing
Architecture
Management and Support
Project Quality Configuration] Problem Change [JRequirements Test Supplier Safety Security
management | Assurance |Management] Handling Requests | Management | Management | Management | Management | Management

Process Fellows - Harmonization of standards in automotive development - Webinar
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Software Architectural Design (SWE.2) —

rrROCESS

— FELLOWS —

>motive
PICE

SWE.2: Software Architectural Design

The purpose is to establish an analyzed
software architecture, comprising static and
dynamic aspects, consistent with the software
requirements.

Comparable to:

SYS.3 System Architectural Design

HWE.2 Hardware Design

MLE.2 Machine Learning Architecture
MEE.2 Mechanical Architecture and Design
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Software Architectural Design (SWE.2) pgﬁ':ss

' ——FELLOWS —
Requirements

Architecture

Automotive
SPICE

G 9 _ .
S £ Identify Analyze Rea\QSrVZ)\?gd Communicate

© ‘G f ;

@ ug; components architecture e architecture

-E’ § : Specify inter- Participate Participate

i) faces and design in analysis in review

= : : :

o= : Participate

o : in analysis :

a P . Y :
2 E ittt 2y

< Interface Review Architectural
Design Design specification report design
guideline tool
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Software Archltectural Design (SWE.2) —

Specify static aspects of the software
architecture

Specify and document the static aspects of the
“| software architecture with respect to the
functional and non-functional software

Requirements
Architecture

—— o e e o e e e o e o el o e e o e rfe e e e e e

Identif : i : : . ;
e requirements, including external interfaces and

: ] a defined set of software components with their
e e EEE T CEr +--- interfaces and relationships. ~~ F--------

B VOTE 1: The hardware-software-interface (HSI) definition
SPECWR Huts in context the hardware design and therefore is an

Lead D.
Engineer

faces and

Design
Engineer

aspect of system design (SYS.3).

Participate

£ :
o : in analysis
[t : Y

Interface Review Architectural

Design Design specification report design
guideline tool
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What's an architecture in Automotive SPICE®? —
rrROCESS

— FELLOWS —

Stakeholder
Requirements

A

System
Requirements

System
Architecture

Mechanical
Requirements

Hardware
Requirements

Software
Requirements

Mechanical
Architecture

Hardware
Architecture

Software

Architecture
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...and in reality? —

28

rrROCESS
—FELLOWS —
System -

Architecture

Software Hardware Mechanical
Architecture Architecture Architecture

Process Fellows - Harmonization of standards in automotive development - Webinar




Software Architecture with UML —

rrROCESS

— FELLOWS —

Application Layer

dd Deployment of Cumpun:nls/
) ailevices
sbuildComponents E shuildCao... sbuild... wbuil... E <davices e Product Server
Comp M :Presentation Server :Policy Server To be clustered to meet o
Compl Comp 2 Comp 3 r througput needs g © EVIDE?
- «eXecution environments cexecutionEnviranments Workstation
+ b i Y- v + I vai «execution environments sexgcution environments :Application Server :Rules Engine
getﬂFtua!Fnstllm[ﬂl:at,l. waid Test 2.1[:1. Vl}!d Application Senver S — :Application server :Rules Engine
+ receiveSignal(): void + Test2 2():void
+ sendActualPosition(): int + Test3.3():void
0 0 :PorductServerUl.exe
. 4 i :Product Rules
Poli A B :ProductServer.jar AN RTINS
:PolicyAdminUlL.war B -PolicyServer.iar
) Yy ’ ( Yy A~
IF1.1 IF1.2 IF2.1 IF2.2 IF3.1 IFN.1
Runtime Environment edavices
adevices sdevices :Document Server
:Underwriting & Rating Server :Database Server
«executionEnvironment s sexecutionErironments ORI EERmET
:Application Server :Rules Engine 4
:RDBMS :Document Management
ystem
10.1 c1 c2 Product Policy
-Raii Sch
y . P :UnderwritingEngine.jar :Rating Rules 2chema Schaml
Basic Software S Nt Ly
:RatingEngine.jar :Underwriting Rules
tbuildCompo... E wbuild... E abuildCo... E devicen
System Services Iy Complex :Directory Server
Abstraction Drivers
cexecution environment:
:LDAP Server
:User & Group
Hierarchy
; Communication .
MC Drivers ) wbuild...
BT Drivers 1/0 Drivers
uildComponent i . A
BuildComponent Reference: Deployment diagram,

Wikipedia: https://en.wikipedia.org/wiki/Component diagram
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https://en.wikipedia.org/wiki/Component_diagram

What is a Technical Safety Concept? —

rrROCESS

——FELLOWS —
. . . System A 4-6 |Technical safety concept
Specification of the technical safety >
requirements and their allocation to System A.1 System A2 J
. . — 4-6 |Technical safety conce
system elements with associated , i e
information providing a rationale for 46 _[Technical safety concept] | ||System A2.1 System A.2.2
. Y Li
funCt|Ona| Safety at the SyStem |eve| 4-6 |Technical safety concept 4-6 |Technical safety concept
. . . | |
= Technical safety requirements (incl. | ] | | | |
. Part 5! Product Part 6: Product Part 5 Product Part 6 Product Part 5 Product | | Part & Product
Safety meChanlsmS) development at | | development at development at | | development at development at | | development at
the hardware the software the hardware the software the hardware the software
- System arChlteCtural deS|gn le'.lrel | 1E1iE| lexlrel | lETEl IeTe] | ]eTel
S eCIflcatlon Hardware-software Hardware-software Hardware-software
p 4742 integration and testing 4-7.4.2 integration and testing 742 intcgratlunandttesting
= Allocation to hardware and software | | |
= Development of requirements and 47.4.3|Stem inegration and
architecture on hardware and software |
level I
4-7.43 System l;:}t;?]:agl.mn and
Y
A7 44 Vchiflcitr;?tig;gtioﬂand See: ISO 26262 - Part 4 %

30 Process Fellows - Harmonization of standards in automotive development - Webinar



Safety classifications of architectural elements —

rrROCESS

—FELLOWS —
Elements of the architecture can be assigned with criticality levels -
- ASIL (Automotive Safety Integrity Level)

User Interface ‘ External Interface

Monitor
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What is the HSI (Hardware-Software Interface)?

HSI elements
 Memory

* Bus interfaces
« Converter

4-6

Technical safety concept

* Multiplexer

Specification of hardware
safety requirements

1

G=6

Specification of software
safety requirements

]

6=7

Software
architectural design

'

[ 1

Hardware design

4647

Hardware software inter-

face speciflcation [HSI)

R

6-8

Software unit deslgn and
Implementation

J‘ [

'

Evaluation of the hardware
architectural metrics

!

Evaluation of safety goal
violations due to random
HW failures

)

« Electrical 1/0 ”
« Watchdog

HSI characteristics

* Interrupts -
« Timing consistency 59
» Data integrity |
» Initialization 510

Hardware Integration and
verlflcation

6=

Software unit verlflcatlon

]

Software integration and
verification

;

* Message transfer

* Network modes

*  Memory management
« Real-time counter

32 Process Fellows - Harmonization of standards in automotive development - Webinar
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Testing of embedded
software

System and ltem Integra=
tion and verification

f-
r
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Functional
Safety

See: ISO 26262 - Part 4%




ASIL-dependent methods

[ alternative entries (a,b,c,...) ]

consecutive entries
(1,2,3,...)

i

[ Highly recommended (++) PrROCESS

— FELLOWS —

Functional

a2 Inprinciples 1b, 1c, and 1g “restricted” means to minimize in balance with other design considerations.

L. ASIL
Principles Safety
A B C D

1la” |Appropriate hierarchical structure of the software components Nt ++ ++ ++

1b |Restricted size and complexity of software componentsa ++ ++ ++ ++

1c |Restricted size of interfacesa + + i+ +

1d |Strong cohesion within each software component? + ++ ++ |
l1le |Loose coupling between software componentsb.c = ++ ++ ++ Recommended
1f |Appropriate scheduling properties ++ ++ ++ ++ ~ (+)

1lg |Restricted use of interruptsa.d + + + /

, . , >
1h |Appropriate spatial isolation of the software components + - - ++
1i |Appropriate management of shared resourcese ++ ++ ++ ++

b Principles 1d and 1e can, for example, be achieved by separation of concerns which refers to the ability to identifs

¢ Principle 1le addresses the management of dependencies between software components. (fo

r or against) (o)

encapsulate, and manipulate those parts of software that are relevant to a particular concept, goal, task, or purpose. No!recommendation

d  Principle 1g can include minimizing the number, or using interrupts with a clear priority, in order to achieve
determinism.

e  Principle 1i applies for shared hardware resources as well as shared software resources in the case of coexistence.
Such resource management can be implemented in software or hardware and includes safety mechanisms and/or process
measures that prevent conflicting access to shared resources as well as mechanisms that detect and handle conflicting
access to shared resources.

33 Process Fellows - Harmonization of standards in automotive development - Webinar See: ISO 26262 - Part ?
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Software Archite

ctural Design (SWE.2)

f-
r
rrROCESS

— FELLOWS —

|
Requirements
Architecture

el e e e e e e e e e e R

Lead D.

Design
Engineer

S ettt ettt Fiitelelelele Fo===--

Engineer

Identify

components

Design
guideline

34

Design
tool

Specify inter-

faces and design

Interface
specification

Specify dynamic aspects of the software
architecture

Specify and document the dynamic aspects of
the software architecture with respect to the
functional and non-functional software
requirements including the behavior of the
software components and their interaction in
different software modes, and concurrency
aspects.

NOTE 2: Examples for concurrency aspects are application-
relevant interrupt handling, preemptive processing, multi-
threading.

NOTE 3: Examples for behavioral descriptions are natural
language or semi-formal notation (e.g, SysML, UML).

).

Review Architectural
report design

Process Fellows - Harmonization of standards in automotive development - Webinar



Example: Dynamic View — Activity / Sequence Diagram —
rrROCESS

——FELLOWS —
.Computer Server
T T
heckEmail ; '
_ checkEmai ! i
° o '
i [}
’ Partici pants wiite down their idea sendUnsentEmail
Suggest lead Everybody presents their ideain turn
s L]
newEmail -
’ response
[]

[mewEmail] downloademail > i

% .

-
S deleteOldEmail ._L
&

i

e '

( wiaw ) - -

i L]

i &
UML 1.x Activity diagram for a guided brainstorming process. & The SEQUEHEE dlﬂgfﬂl‘l’l of UML

Source: Wikipedia Source: Wikipedia
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https://en.wikipedia.org/wiki/Activity_diagram
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Example: Dynamic View — State Machine Diagram —

PROCESS
initial ‘ states BI
transitinﬁ - -~
- g o~

| - =~ ~ -

| - L

Ly /~  default N\ CAPS LOCK (~_caps_locked ™\

\ y CAPS LOCK . )

T o T

ANY_KEY / send_lower_case_scan_code(); ," ANY_KEY / send_upper_case_scan_code();

\_'{‘LH ,fﬁ \_,_/ \ir/ /

7 state B.
transition tngger ‘Ilst of actions Iﬁ

Figure 1: UML state diagram representing the computer keyboard state machine oJ

Source: Wikipedia
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Threat Modelling

Radio .
K Signal:
ey Open Control Unit Boundary /
Open
Request:
Control
Software

SecOC
Security OnBoard CSM
Communication Module_____ Crypto Service

Manager

BSW
Hash
Compare
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Cyber
Security

» Cybersecurity will add
security-specific
mechanisms such as zones
of trust, interface
protection, secure data
storage, firewalls, sand-
boxes, etc.

> Interfaces might be
allocated to threats, used
as input for verification.

» Threat models might be
used as an additional
architectural view.



Software Architectural Design (SWE.2) —

Lead D.

rrROCESS
! — FELLOWS —
Requirements
Architecture
Automotive

SPICE

—— e = m— E— Em Em mm mm mm omm omm el e e e e e e e e e e e e e e e m e e e e e e e e e M m e [ em m m Em M M M M R M M R R M e e M M e e M M M e M M e e e e e e e e e

o .
I Identify Analyze Rz\ssx\?:d Communicate
= components architecture - architecture - architecture

Proiect ! Desian

| Analyze software architecture

Analyze the software architecture regarding relevant technical design aspects and to support
project management regarding project estimates. Document a rationale for the software
architectural design decision.

NOTE 4: See MAN.3.BP3 for project feasibility and MAN.3.BP5 for project estimates.

NOTE 5: The analysis may include the suitability of pre-existing software components for the current application.

NOTE 6: Examples of methods suitable for analyzing technical aspects are prototypes, simulations, qualitative analyses.

NOTE 7: Examples of technical aspects are functionality, timings, and resource consumption (e.g, ROM, RAM, external /
internal EEPROM or Data Flash or CPU load).

NOTE 8: Design rationales can include arguments such as proven-in-use, reuse of a software framework or software
product line, a make-or-buy decision, or found in an evolutionary way (e.g. set-based design).

>

guiaeline / w |\/__l |\/—l |\/__l
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Some practical examples —
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R b . . Objects of Class Before GC | After GC Change Peak RAM RAM Peak
esource o JeCt|VeS Clirmate:Menultem 3 3 a 7 2852 4788
CorenlayoutContext 24 24 a 61 1344 3416
CoreslayoutCuad Context 9 9 a 16 792 1488
Application:Application 1 1 a 1 5288 8288
Chartsi:Coord 4 4 a 36 112 1ees
Charts::CoordList 1 1 a 9 32 288
Climate:Dataltern =l 5 a =l Se4a Se4a
Climate:DeviceClass 1 1 a 1 92 92
CoresRoot 1 1 a 1 lase lase
Graphics:Canvas 1 1 a 1 76 76
Resources:Bitmap 6 6 a 8 2564 352
Resources:Font 3 3 a 3 les les
Clirmate:Sliderltern 8 a a 1 8 4212
Design decision Architecture
<|m|[O|O
Slelele|e
Evaluation g § § ~§ § _ Alternative A
2|55 |5|8| |3 _
ElZ|Z|Z|= s Alternative B
modularity 10| h m i
maintainability 6|m| h I 78 Alternative C
scalability 10 m| m| h #Ht
reliability 6|1 |m h 78 Alternative D
realization 10| h h i
0 100 200 300
Total ## | #4# | 90 | ##
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Safety-oriented Software Analysis

40

Software Safety

) implemented
Requirements

by

- safety-related software
functionalities
(e.g. monitoring
function)

- safety-related
software properties
(e.g. independence
between monitored refine/
element and improve

Software Architectural
Design

- static/dynamic design aspects

- requirements allocation

- safety mechanisms, If applicable
- SW partitoning, if applicable

monitoring element) |

Y\ Safety Plan
N - safety-related
> development process
/ - safety measures
/
Va

analysed improve
by or verify
Safety-oriented
Software Analysis
refine/ .
improve consider
Y
r—————————"

additional development-
time safety measures
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Functional
Safety

See: ISO 26262 - Part 6 %




What is the focus of Safety Analysis? —

rrROCESS

——FELLOWS —
Systematic failures (internal & external causes, mitigation)
= Failure related in a deterministic way to a certain cause, e.g., by wrong design or

implementation bugs.
= For example: Failures in requirements specification or architectural decision.
= =>» All SW failures are systematic!

Random failures (detection, control and mitigation)

= Failure that can occur unpredictably during the lifetime of a hardware element by aging and
that follows a probability distribution.

= For example: Failure of a hardware component after a corresponding period of operation.
= =» Only in HW and ME!
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Weakness or Vulnerability analysis —

rrROCESS
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Cyber
Security

» Cybersecurity can provide additional cases
of architectural alternatives (e.g., choosing

CS libraries). e
> A weakness analysis of the architecture " Radio l}' Tempering <Y
| | Signal: —_—
Sha” be perfOFmEd. \ Key / Ogen Control Unit Boundary Va
.~ Antenna \ Request:
Important aspects: ~ Open
Request:
» Security controls open
_y _ \' . Control
> Allocation to requirements cecoc \Software
) . . . Security OnBoard .
> Architecture and design guidelines Communication Module___ | M o Service
T By Manager
Hash . ———

> Review " compare CRC

———_ Check

—
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Software Architectural Design (SWE.2) —

rrROCESS
L — FELLOWS —
Requirements
Architecture
Automotive

—— o o o o e o ol o e e o -

Identify : Analyze RV Bl Communicate

approve .
architecture architecture

Lead D.
Engineer

components architecture

Ensure consistency and éstablish bidirectional traceability

: Ensure consistency and establish bidirectional traceability between the
reeeeneannaees software architecture and the software requirements.

Design
Engineer

NOTE 9: There may be non-functional software requirements that the software
architectural design does not trace to. Examples are development process requirements.
Such requirements are still subject to verification.

NOTE 10: Bidirectional traceability supports consistency, and facilitates impact analysis of
———————————————————————— change requests, and demonstration of verification coverage. Traceability alone, e.g., the

: other.
Design

guideline

tool I\/“’ I\/J I\/_’

/ existence of links, does not necessarily mean that the information is consistent with each
Design /
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Consistency and bidirectional Traceability

44

SWE.1 BPS

SWE.3 BP4

Problem reports N

SW detailed design |«

-~

SWE.3 BP4

! SWE.4 BP4

SW Unit

SUP.10 BP4

SUP.10 BP4
o Change requests <

v

—————— VAL1BP4
Stakeholder P VAL.1BP4 .| Validation [j[d— alidation results
requirements h 7| Mheasuras
SYS.2 BP5
System requirements | SYS.5 BP4 Verification SYS.5 BP4 System verification
*« measures e
I SYS.3 BP4
——
System architecture SYS.4BP4 Verification SYS.4 BP4 System integration
+ = measures verification results
F )
SWE.1 BP5
L 4
SWE.6 BP4
P SWE.G BP4
SW requirements * Verification Verification results
measures
A
SWE.2 BP4
L 4
SWE.5 BP6 SWE.5 BPG Integration
SW architecture = Vesdfication verification results
measures
ISWE.3 BP4
SWE.5 BP6

Unit verification
results

Il bidirectional traceability
I Consistency and bidirectional traceability
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Automotive
SPICE

See: Automotive SPICE 4.0%




Consistency and bidirectional Traceability
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\

/

s o1 verification
verifidation

Y
6-6 Specification of

Software testing

o L
% 4-6 Technical safety System and item verification 4-7 System and item $
© concept integration and testing ‘f}
e >

» o

2 S
\ i S
f}.s?' Desigh phase Unit S

Unit verification

6-11 Testing of the

software safety
requirements

Y

\
Desigh phase
1ia*eriﬁ|:',\'gl|'t tion

kY

embedded software

6-7 Software Software verification

architectural design

\\

Desigh phase

Unit
verification ©
& $’
6-10 Software ‘f}
integration and q?
verification é},
S

A nit Unit verification
VE[’l[lLQlIUﬂ verifisation
\
LY
6-8 Software unit .
design and . 6-9 Software unit
implementation \ verification

f-
r
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Functional
Safety

See: ISO 26262 - Part 6 %

Unit verification
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Consistency and bidirectional Traceability
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left side of V-model right side of V-model
ey — ) ]
I Clause 9 Clause 11 |
I Concept Cybersecurity validation I
| (item) (item) |
I |
L — 0000000000000 0000000 S— |
Y
Clause 10 Product development
10.4.1 Design B | 10.4.2 Integration and verification
(components) - - (components)
[
L
10.4,1 Design 10.4.2 Integration and verification
(sub-components) (sub-components)
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Cyber
Security

» Cybersecurity
controls need to
be allocated to
the architecture
as well.

See: ISO/SAE 21434 %




Software Architectural Design (SWE.2) —

rrROCESS

! ——FELLOWS —
Requirements
Architecture

G 9 _ .

S £ Identify Analyze Rz\ssx\?:d Communicate

== _ .

@ ugj components architecture o architecture

—— o e e o e e e e e o e e — o — e e e e e e e e e

Communicate agreed software architecture

Communicate the agreed software architecture [EliEiEE
to all affected parties.

in review

Design
Engineer

Participate

E L
o : in analysis
[ : Y

Interface Review Architectural

D_esign Design specification report design
guideline tool
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Mapping strategy for ISO 26262 and ISO 21434 objectives g="
toward%Pl(j)E 4.0 PROCESS

\ s N
—_—

~S— \
=-/

o y




How to ensure sufficient Process Quality for Safety &
Security? PROCESS

——FELLOWS —
1ISO 26262 An implemented quality
ISO 21434 managemen.t system is
required

e.g. ISO 9001 or
IATF 16949

Defined processes Regular checks of process
Continuous improvement usage and quality

& : 0 .
Automotive SPICE® ensures: Automotive SPICE®
- Structured approach . . the “OM” | I
- Usage and appropriateness of State of the art in Automotive: ensures the QM” leve
processes Automotive SPICE® for Functional Safety

- Adequate process quality for
\ Functional safety
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How to combine SPICE Assessment and Safety Audits?

50

SPICE
Scope: N

« Check for fulfillment of process purpose

« Check for implementation of base
practices

« Ensure adequate evidences for
performance (work products)

Safety
Scope: —__

« Check for completeness of safety case
(existence of necessary work products)

« Check (spot-check) required content of
work products

« Ensure performance of safety activities

Performance:
* Questions based on base practices

Performance:
* Questions based on work products

« Process improvements based on findings

« Recommendation for release

Process Fellows - Harmonization of standards in automotive development - Webinar

Automotive
SPICE

Functional
Safety

Result: Result:
» Process capability for each process of the * Evidence of completeness of safety
project activities and safety case Cyber
Security
Consequence: Consequence : Check for completeness

of security case is
recommended as well



r ASPICE Assessment, Safety Audit and
ly Audit — plus interface for Safety/Security




Reports and interfaces between ASPICE and ISO 26262

dSSESSO0I'S

ASPICE Assessor

ASPICE Assessment
Report

a

ASPICE Assessor
+ Safety Assessor

ASPICE+ Safety
Assessment Report
= Safety Audit

v

Safety Objectives
Report

o
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Safety Expert
and Safety Assessor

Product Evaluation
and Safety
Assessment Report
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Same for security
assessment

See paper:

Updated Experiences with Using ASPICE 4.0
for Safety Audits and Interfacing Safety
Assessments
Richard Messnarz, Damjan Ekert, Andreas
Riel, Georg Macher, Tobias Danmayr, Laura

Aschbacher r




Example of a fully
integrated report

53
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APPROACH FOR TRACING THE SAFETY CASE COVERADE..

2
3 Ox=
4

Score - mwtmu

Score - TECHNICAL H-DI..IHI:IARIEE-
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ASSESSMENT SCHEDULE ...
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Re-assassrmanl (18 1.2024)
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M_._
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8Y5.3 SvateM ARCHTECTURAL DESIGH. .,
3Y5.d SvsTEM INTEGRATION AND |HTEEFF-I'-'I'II'.'HTE5
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SWE.1 SoFTWARE RECUIREMENTS .Pmursus
SWE.2? SOFTWARE ARCHITECTURAL DESIGN . -
SWE.3 SoFmware DeETAILED DESIGN AND thrr CEHETEI.ICTI'E!H
SWE.6 Sormware Quaurication TeEsT .. I
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5 150 26262 COMPLIANCE REPORT

2 RERIHIS2E0S & ah%'&:a'ﬁ 5
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See paper:
Updated Experiences with Using ASPICE

4.0

for Safety Audits and Interfacing Safety

Assessments

Richard Messnarz, Damjan Ekert, Andreas

Riel, Georg Macher, Tobias Danmayr, La
Aschbacher

ura
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Thank you for listening !
Any questions ?

—— FELLOWS

Process Fellows GmbH | Schlegelleithe 8 | 91320 Ebermannstadt | GERMANY
Phone: +49 9194 3719 957 | Fax: +49 9194 3719 579
Website: www.processfellows.de | E-Mail: info@processfellows.de
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